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 button.  By default, the document will print without hidden text, ensuring correct footer and header placement. 

To print the document with hidden text (headers and footers may be incorrectly placed depending on the size of the hidden text):

Select File | Print

Click on the Options button in the lower left of the Print window

In the section Include with Document, tick the Hidden Text checkbox

Click OK

This template is expected to be used with the standard CSIRO IT Systems Development Life Cycle methodology.  If your project is using Rapid Development or other methodologies please consult with the Manager of the Business and Process Analysis team regarding the use of this template to articulate business requirements.

This template is provided as a guide, where appropriate type ‘Not Applicable’ and a brief reason, alternately if a whole section is not applicable delete the section.  You may add extra paragraphs and headings, if you need them.

Before you use this document, you need to customise it:

· Change the filename

Instead of <business_requirements_template.doc> use a short form of your subject area, use lower case and underline only, and identify the document with BRD_Project Name_DV0.1 as the first initial copy of the document
· Change the File Properties

Select File | Properties, enter in the following fields:

Subject: 
Your Subject Area 
(e.g. Project Name, System Name)
Author: 
Your Personal Identifier 
(e.g. Jane Doe, IT Systems) 


Comments:
Version number and Status (e.g. V0.1 – Draft)

Click OK

· Update the fields that use this information

Select Edit | Select All | F9 
(headers/footers will update next time you ‘Open’ the doc)

· Save the Document

File | Save
· Continue your editing. 
This section is optional, include only if the size of the Business Requirements document requires it.  Summarise the major points, outline any recommendations made.
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Terms and Abbreviations

	Term/Abbreviation
	Definition

	AAF
	Australian Access Federation – A system to allow trusted communication and collaboration between Australian higher education and research institutions. Further information can be found at http://www.federation.org.au/  and install info can be found at http://www.federation.org.au/twiki/bin/view/Federation/FederationWorkshop2008

	BlueNet MEST
	An Australian enhancement to GeoNetwork opensource to incorporate the ANZLIC metadata guidelines.

	GeoNetwork
	GeoNetwork opensource is a standards based, Free and Open Source catalogue application to manage spatially referenced resources through the web.

	IdP
	Identity Provider – A login service for an institution’s members. Each institution that is part of the AAF will provide an identity provider to authenticate their staff to service providers.

	Shibboleth
	The Shibboleth System is a standards based, open source software package for web single sign-on across or within organizational boundaries.

	SP
	Service Provider – A service that is accessible using AAF authentication.
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1 About this Document

This Technical Design aims to specify the method by which federated access using the Australian Access Federation (AAF) will be integrated with BlueNet MEST. This design is written so that the technical audience can have an understanding of the planned implementation.

2 About BlueNet MEST AAF Integration
The aim of the project is to create a Shibboleth service provider for BlueNet MEST. This will allow AAF users to authenticate with the register and interact with it as if they had authenticated via LDAP or natively.

The BlueNet MEST is an enhanced version of GeoNetwork opensource. The BlueNet MEST was initially developed by the BlueNet project. Its application as the Australian Government Metadata Entry Tool and the ANZLIC Metadata Entry Tool is the result of collaboration between the Australian Office for Spatial Data Management (OSDM), ANZLIC - the spatial information council, GeoScience Australia and the BlueNet project.
3 Current Authentication System
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Figure 1: Header of a GeoNetwork web page

Currently a user enters a username and password into the fields available at the top of each page. This is passed to the server and is processed by the org.fao.geonet.services.login.Login.exec() method. The Login class first checks for an admin (i.e. local database) user matching the credentials and if no match is found then falls back to the LDAP interface if one is configured. In the case of an LDAP user, their details are then copied into the local database.

The condition of being logged in is recorded in jeeves.server.UserSession by a call to context.getUserSession().authenticate() with the id, username, first name, surname and profile of the user. This data is then referred to by other parts of the program to identify if the session is authenticated.

Once in the local database, users can be assigned to groups, granted roles and have extra information entered.

The page banner carrying the login section is rendered using web/geonetwork/xsl/banner.xsl using data pulled in from the localised string values.
4 AAF Integration Requirements
The following requirements have been identified for the AAF integration.
· Login link to a web directory that is protected by Apache and requires Shibboleth authentication. This will trigger the authentication process.

· Authentication goes to a Where Are You From (WAYF) page and then to the home institution’s Identity Provider (IdP) for authentication.

· Details provided back from the IdP should include an identifier and name information 

· User details are stored in the session and on the database so that the login state is recognised and the user can be referred to by other data e.g. assigning roles.

· Protected space redirects back to BlueNet MEST main page with the user

· Future extension could include allocation to groups based on membership info supplied from IdP or filtering of allowed users by this info. While this is an important requirement it is outside the scope of this proposal. A future proposal will cover this requirement.
5 Proposed Implementation 
1. Either configure GeoNetwork to be behind Apache, or run an Apache server on the same physical box as GeoNetwork is running. Whether the second option will work will have to be verified during development.
2. Add a new configuration option to use AAF authentication instead of the native or LDAP systems. Configuration will be added to the Settings table under a system/shib key and will have the following types of values:

· use – is the shib authentication being used;
· attribid/surname, attribid/firstname, attribid/username, attribid/title – The keys of the values on the HHTP request that should be read and used to populate the relevant fields in the user record; and
· path – the path to the apache secured folder.
3. The configuration option will be added to the 'System Administration' menu via changes to web/geonetwork/xsl/config/config.xsl, the configuration for this page in web/geonetwork/loc/en/xml/config.xml and the controlling javascript in web/geonetwork/scripts/config.
4. In web/geonetwork/xsl/banner.xsl add a new when clause between the check for a logged in user and the otherwise clause. This will provide a link to the AAF login protected URL instead of displaying the current login form.

5. Configure Apache to require Shibboleth authentication to access the protected URL (/srv/shib.user.login). The Apache configuration will contain the details of the Shibboleth WAYF server to be used 

6. Update config.xml to have the URL /srv/shib.user.login processed by the class org.fao.geonet.services.login.ShibLogin . Also in the configuration will be a forward to main.home once authentication has completed.

7. Create the org.fao.geonet.services.login.ShibLogin class. This will be substantially similar to the Login class in the same package. However it will be based on the assumption that the user has already authenticated to reach the URL. As a result it will do the following tasks:

1. Read shibboleth supplied user details from the request

2. Add the user details to the user database in the same manner as the org.fao.geonet.services.login.Login.exec() method does for LDAP logins.

3. Add the user details to the jeeves.server.UserSession via a call to the authenticate() method. 
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